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Using FAIR as the vehicle to improve on our ability 

to measure and manage risk for the enterprise 

The Road Less Traveled



* The information described in the preceding example has been compiled solely for illustrative 

purposes.  The results depicted are NOT those from a risk assessment of a real organization.

Not Audience Centric:
Vague broad statements. Terminology is 

a mix of technical jargon and Fear, 

Uncertainty, and Doubt

Not Rational, or Measurable:
Your Medium =  My Medium?

We all bring biases to heat maps

Not Decision Support, or Aligned: 
Illusion of communication; cannot compare 

cyber risk to other business risks

The Case for Change… 
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Challenges & Lessons Learned



A Better Foundation

Has its uses…

But is only a start



Current Use Cases

“Where did we go from there?”



What are we trying to do?

Identify

Assess

Respond

Monitor



The Process

Needs to be efficient and flexible

Identify Top Risks

Create Baseline

Adjust FAIR Inputs

Run Comparison

Report Results



Using the Results

Quick and Efficient

Effective Comparisons



The Process

Needs to be efficient and flexible

Identify Top Risks

Create Baseline

Adjust FAIR Inputs

Run Comparison

Report Results



Future Vision

The Next Steps…



Vulnerability Governance
Continuously performing infrastructure assessments to identify, define, quantify, categorize, communicate, and mitigate risks
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Prioritized list of assets for patching

1. Workstations

2. DMZ Servers

3. Vendor Servers

4. Extranet

5. Medical Devices

6. Middleware

7. IT Lab Environments

Benefit
(Risk Mitigated Through Patching)
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Graph is not real data but for demonstrative purposes only until real data is collected.

Vulnerability Governance



Combining Frameworks and Approaches

• Threat Catalog
• Controls Framework

• Scenario Scoping
• Loss Magnitude

An accurate and efficient understanding of cyber risk



Improving Budgeting

Where we are:
Projects
Identified

Outcomes
Defined

ROI
Quantified

Project
Selection



Improving Budgeting

Where we are going:
Focus Areas
Identified

Projects
Proposed

ROI
Quantified

Response
Selection



Where we started (Successes and challenges)

Current use cases

Improvements and additions to the program

Final Questions?


