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State of Third-Party Risk Management 2020

» Aims to understand the challenges
STATE OF currently faced by TPRM programs,
THIRD-PARTY RISK examine what they’re doing to meet
MANAGEMENT 2020 those challenges, and identify factors
that improve their chance of success.

* Input from 150+ vetted TPRM
professionals, primarily via workshops
run by RiskRecon in 2020
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How many active vendors under management?

FIGURE 1: NUMBER OF VENDORS RECEIVING CYBER RISK ASSESSMENTS EACH YEAR (PER FIRM)

> 750 5.0%

n 500-750 2.8% ] in 3'|'PRM
o 250-500 57%
2 0o Programs assess
Q
= 50-100 17.0%
@ +
§ o0 15.4% 10 0
g 10 vendors per year
<10 19.1% p y
0
N riskrecen

' mastercard.



How many vendors represent material risk?

FIGURE 2: PERCENT OF VENDORS THAT COULD CAUSE CRITICAL IMPACT FROM CYBER EVENTS
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What's the vendor-to-staff ratio for TPRM assessments?

FIGURE 8: NUMBER OF VENDORS ASSESSED ANNUALLY PER FTE
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Enterprise cyber risk assessments are hard...

Thankfully, we have good frameworks like FAIR™ to help

Loss Event
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't scale well across 3™ parties...

..but they don

Your firm’s network of 3" parties

Your firm
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TPRM programs are overwhelmed

FIGURE 9: PERCENT OF RESPONDENTS WHO REPORT TPRM STAFFING IS ADEQUATE
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...SO0 we do what we can with what we have...
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...but even that doesn't scale (or assess risk) well.




Lack of confidence and action from questionnaires

FIGURE 16: DO YOU BELIEVE VENDOR RESPONSES? FIGURE 14: DO YOU REQUIRE VENDOR REMEDIATION?  FIGURE 15: DO VENDORS MEET SECURITY REQUIREMENTS?
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Let's talk about questionnaires.... o

* Questionnaires are the most widely used TPRM tool 7 |>

* Only offer a curated view of the controls in place
— The vendor typically provides the evidence that makes them look good
— Perception and reality are often very different

Perception Reality
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Some Questions

* |Is my vendor really managing risk well, or are they just good at answering
questionnaires? Will this vendor really protect my risk interests?

* What is my third-party risk exposure today? Is it getting better or worse?

* Where do | prioritize my resources to tackle third-party risk?

Continuous monitoring data (such as from RiskRecon) can help with this....
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Continuous Monitoring: Sort of like the neighborhood watch

Il

Closed Windows, Fence, Flood
Lights, Privacy Blinds

|

Deadbolt, Door Knob Locks, Locked
Wi-Fi Network
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Patch Management

unauthorized access
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Threat Intelligence
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Researching risk factors at scale — RiskRecon & Cyentia
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FIGURE 18: Hosts with high or critical findings by organization size
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FIGURE 17: Hosts with high or critical findings by industry
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FIGURE 19: Percentage of hosts with high or critical findings
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Figure 16: Percent of hosts with high or critical findings in top clouds
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Unsafe services as an indicator of broader security issues

FIGURE 3: PREVALENCE OF UNSAFE SERVICES CATEGORIES EXPOSED BY FIRMS

PP [ 4.9%
postgresql _4.7%
Samba _4.0%
Telnet _3.7%
Ms SQL Server [ 2.0%
Netbios -1.9%
Webmin -1.7%
x11 [ 1.5%

datastore
network_admin

remote_access

20



Unsafe services as an indicator of broader security issues

FIGURE 7: PROPORTION OF FIRMS EXPOSING MULTIPLE UNSAFE SERVICES
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The green dots in Figure 7 show the percent of each firm’s external hosts that exhibit high or critical security

findings. The blue dots mark the average for each group, making it clear that the rate of severe security
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Unsafe services as an indicator of broader security issues

FIGURE 9: TYPES OF FINDINGS CORRELATED WITH EXPOSURE OF UNSAFE SERVICES
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Sneak peak: Untitled, Unpublished Report

 What can we infer about a vendor’s
risk posture based on different levels
of information?

« Can we build a model for predicting
risk posture?

* Which factors provide the strongest
predictive value?
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Security findings by sector

Percent of Organizations with Security Domain Finding

Network Filtering ~ Software Patching Email Security Defensibility Web Encryption Web App Security
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Security findings by organization size
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Firmographics-only model

Significant Estimators for Flaw Density
(High Value Asset & High Sev Findings) ~ Business Factors
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Infrastructure-based model

Significant Estimators for Flaw Density

(High Value Asset & High Sev Findings) ~ Partial Tech. Knowledge
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Assessment-based model

Significant Estimators for Flaw Density
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From Uncertainty to Understanding

Full Information Leads to 15 times greater predictive power
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Third-Party SecOps Framework

Monitor Performance ©

\/_\ ﬁ Detect Incidents ©

ASSESS Thlrd Party Triage @ CDI‘IdUCt
Inherent Risk Portfolio Portfolio — 7 Assessment — > Acton Risks
\é Triage Critical Exposures ©
Hunt for @
@ = RiskRecon Enabled Process Dangerous Conditions
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Thank you.
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