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State of Third-Party Risk Management 2020

• Aims to understand the challenges 
currently faced by TPRM programs, 
examine what they’re doing to meet 
those challenges, and identify factors 
that improve their chance of success.

• Input from 150+ vetted TPRM 
professionals, primarily via workshops 
run by RiskRecon in 2020
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How many active vendors under management?
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How many vendors represent material risk?
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What’s the vendor-to-staff ratio for TPRM assessments?
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Enterprise cyber risk assessments are hard…
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Thankfully, we have good frameworks like FAIR™ to help



…but they don’t scale well across 3rd parties…
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Your firm

Your firm’s network of 3rd parties



TPRM programs are overwhelmed
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…so we do what we can with what we have…
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https://sharedassessments.org/sig/



…but even that doesn’t scale (or assess risk) well.
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Your firm

Your firm’s network of 3rd parties



Lack of confidence and action from questionnaires
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Let’s talk about questionnaires….

• Questionnaires are the most widely used TPRM tool
• Only offer a curated view of the controls in place

– The vendor typically provides the evidence that makes them look good
– Perception and reality are often very different

Perception Reality



Some Questions

• Is my vendor really managing risk well, or are they just good at answering 
questionnaires? Will this vendor really protect my risk interests?

• What is my third-party risk exposure today? Is it getting better or worse?
• Where do I prioritize my resources to tackle third-party risk?

Continuous monitoring data (such as from RiskRecon) can help with this….
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Closed Windows, Fence, Flood 
Lights, Privacy Blinds 

Patch Management

Alarm System, Security Cameras 

Web SecurityDeadbolt, Door Knob Locks, Locked 
Wi-Fi Network

Threat Intelligence

Continuous Monitoring: Sort of like the neighborhood watch
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Deter unauthorized access

Vendors

Harden entry points

Increase situational awareness



Researching risk factors at scale – RiskRecon & Cyentia
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SMB = 3x Higher 



50% Higher 



E. Asia = 4x Higher 



12x Higher 



Unsafe services as an indicator of broader security issues
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Unsafe services as an indicator of broader security issues
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Unsafe services as an indicator of broader security issues
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Sneak peak: Untitled, Unpublished Report
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????? • What can we infer about a vendor’s 
risk posture based on different levels 
of information? 

• Can we build a model for predicting 
risk posture? 

• Which factors provide the strongest 
predictive value?



Security findings by sector
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Security findings by organization size
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Firmographics-only model
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R2 = .039



Infrastructure-based model
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R2 = .045



Assessment-based model
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R2 = .612



From Uncertainty to Understanding
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Thank you.
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