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FAIRCON Event Series

Maturing A Quantitative Risk
Management Program in the Federal

Government

Presentation and Discussion with Ignatius Liberto, Department of Energy
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Improving Factors e

’ ° IMPROVED CYBERSECURITY

RISK MANAGEMENT

[ J
DEFENSIBLE RESULTS
Drive defensible decisions and secure investment decisions driven

by verified data rather than preferences or red herrings

INFORMED INSIGHTS

Facilitate quantitative risk assessments based on organization’s
® unique cybersecurity posture and risk threshold / appetite

RELIABLE METRICS

Track measurable progress of risk mitigations and responses
to minimize risk exposure and promote accountability
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‘ W Keys to Maturing a Program

ANALYSIS COOPRATION
External assessments rely on participation and responsiveness of the stakeholder organizations

SCALABILITY AND ADOPTION
Translating analysis findings into applicable terms for your organization

Customizing FAIR language and training to the government space and missions; overcoming lack of
industry standards

ADAPTABILITY
Customize industry best practices and methodologies to your organization’s interests
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‘ 7 Challenges: External Communication

DATA GATHERTING
Getting cooperation and buy-in from subject matter experts and data owners

COMMUNICATING RESULTS
Translating analysis findings into applicable terms for your organization

RESOURCE MANAGEMENT
Clarifying expectations in resource-constrained environment with few dedicated risk analysts
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External Communication Resources

Pitch risk management as an offering and fill in resource gaps by maximizing a team’s efficiency

with supportive materials and streamlined, replicable processes

ENTERPRISE CYBERSECURITY RISK MANAGEMENT (ECRM) PROGRAM

Analyzing Research Data Loss
Risk:

A Blueprint for
Quantification

Risk Assessment Blueprints

Provides sites and labs walkthroughs for
scoping relevant topics as specified by DOE
leadership
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Program Objectives

CYBERSECURITY RISK MANAGEMENT

Enable leadership to make informed decisions supported by quantitative / qualitative data Services

RELIABLE METRICS

Track measurable progress of risk
mitigations and responses to minimize
risk exposure and promote
accountability

INFORMED INSIGHTS
Facilitate quantitative risk assessments
based on organization's unique
cybersecurity posture and risk
threshold / appetite

DEFENSIBLE RESULTS
Drive defensible decisions and
secure investment decisions driven by
verified data rather than preferences
or red herrings

STAKEHOLDER SUPPORT

Template materials and viorksheets

Risk Management Methodology

Working Group Sessions

'CONSULTATIVE SERVICES
. ment sessions
ider engagement sessions
ps (one-off analysis and assessment
support)

LEARNING PLATFORM

ating Procedure:

Goals & Key Activities
Promote cybersecurity risk assessment Provide consultative services and

jies and to drive ‘support for it to
informed leadership decisions. build upon FAIR fundamentals

Manage the Risk Register Program Support beginner to
to adership visibility into
DO all i e
Conduct Factored
Information Risk (F
and tool trainings t

labs

lop guidance for risk

essment reporting and

trainings on FAIR:
requirements

Manage the ECRM Resource Library
and Community of Practice (CoP) to
enable leaming and
collaboration/partnerships

The FAIR Model

Amethodology for quantitative analysis of
risk that produces resuls in financial terms,
enabling cost-effective management of risk
across an enterprise. FAIR is chosen by The

into existing
trainings
Open Group as the international standard
information risk management model.

Methodology

The ECRM Program recommends a blended framework to risk assessment and management that draws from muitiple established risk management approaches and
methods, including the National Institute of Standards and Technology (NIST) Risk Management Framework (RMF), the NIST Cybersecurity Framework (CSF), and the FAIR
Model. This Methodology seeks to enhance traditional risk management beyond qualitative methods by integrating quantitative risk evaluation methods to tie risk mitigation
investments with outcomes and performance to track cybersecurity maturity and efficiency in resource utilization, in alignment with DOE’s mission and Federal requirements.

Program Placemat
Full overview of program goals, services,
methodologies and objectives

ity Risk

ise C
0= Analysis Summary Report

NATIONAL
LABORATORY
PARTNERPILOT

EXECUTIVE SUMMARY

METRICS AND DRIVERS
$ AGGREGATE COST
NEXT STEPS
« Conductadditional analyses
« Implementcontrols

+ Implementprocess changes
+ Hold additionalinterviews

$ REPLACEMENTCOSTS

% OF LAB IMPACTED

$ REPONSE COSTS

KEY ITEMS FOR LEADERSHIP CONSIDERATION

CONTROL INVESTMENT OPTIONS

REMEDIATION PLANNING

cCRu@ng doe gov

Reporting Templates

To transform findings into
recommendations, a visual breakdown o
the analysis results is required




& Challenges: Education

TIERED TRAINING
Targeting training to the right audiences

Incorporating quantitative risk management with Federal guidance

CALIBRATION TECHNIQUES
Teaching calibration in a way that is accessible and applicable

Z> FEDERAL REQUIREMENTS/GUIDELINES
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Education Resources

Recognize that risk management is not one-size-fits all for any organization or individual and offer
customizable education

OEiiERsy

1.1 Purpose of Methodology
The DOE a

Ot Use only SENTOp S
///d}\ g Enterprise Cyb ity Risk

==

©Erierey ‘ecommendations t
s, DOE Program Offc

WHAT IS THE FAIR MODEL

The FAIR model monetizes risk

How to Measure Anything in Cybersecu
Hubbard Decision Research

ai
PRIOR TO ANALYSIS, CALIBRATE ESTIMATES TO IMPROVE [bined with an exi
ACCURACY OF CURRENT-STATE METRICS :I_u:lhepm:efs:nd ]

-going risk management act
Mment decisions at an organizational
Hioidentity and proriize items for inform quantitative
|Bidata points for risk factors such as probabilty and impact, and
Wiisk remediation u resultof th

Apply the following tech Equivalent Bet Test

to oalibrate estimation: To calibrate your estimate with 90%
confidence, are you indifferent to playing

2

1. Use the Equivalent Bet Test. ame Koty |

Begin with an extremely

are confident in. Use f

to ensure at

Loss that results from an operational inabil
to deliver pro

'l

S RISK MANAGEMENT METHODOLOGY oo s s g
g2
instinct to a
he upper bound isn't higher
and the lower nd isn't I T.

riskimpact a
numerical term y al busi a
potential impact and fik of arisk o Amplification Guidance coNauRATION conTRoL BoARD (ccE)

O

FINES & JUDGEMENTS

Fines or judgements levied against
organization

i ration Techniques -
- Apply Range Adjustments. during Data Gathering Sessions
en your range estimates are consistently e SMES) may n

matter
narrow, take int v ation techniques

Response is the on and prompt SMES wit
immediate reaction to

while

The replacement of tangible, capital assets Loss associated w/an external stakeholder
perspective that customer’s value has
decreased &/or lia

Be transparent and share confidence in your approach:
+ We have more data than we think. Est u begin

imp: ntu
help organizations at all maturity levels

Introductory Deck Theme driven One Pagers Amplification Guidance

Introduction to FAIR and the foundations of Overviews of best practices and techniques, Risk management methodology and

quantitative risk management such as calibration integration of relevant guidance and
policies
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Pragmatic Use Case

Assessment Summary

The ECRM team recommends continued investment in Incident Response Training, as even

a modest predicted impact on the response time and recovery timeframe results in a
significant ROI for training when experiencing a Ransomware incident for a GSS asset.

@] Enterprise Cybersecur}ty Risk Management ,{@Qﬁ

Justification of Decision

Incident Response Training Impact on

Ransomware Incident Risk Assessment

* Survey results from the Training and SOC SME interviews s Summary

rocess and results for quantifying the risk

indicated at least a 15% improvement in response ability.

» For the “With Incident Response Training” Scenario, it is
assumed that the incident occurs at a laboratory with an
incident response team with greater than 50% of members

having attended the Incident Response Training. T T
» This improvement is reinforced by the participant surveys. e e e e

100% of DOE survey participants who completed the Results of Assessment ,

Incident Coordination Training responded positively to the ‘"M" Q""mm

survey questions. £ e iy ResporaLosPe - $X 8 e Rsore L

roductivity Loss Per « $ Xis the Primary Produ
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P Key Takeaways

USE CASES

Let your tactical success drive your program.

Don’t get hung up on an enterprise-wide silver bullet strategy. Find tactical applications for the work and employ
quantitative risk management for specific use cases to meet demands of your stakeholders.

Use these templates to guide analyses and streamline reporting and training.

EXECUTIVE MESSAGING
Develop talking points and field-tested / effective language that can be tailored for different types of leadership.
Customize based on the priorities of the organization and include tactical success stories.

TEMPLATES
Build a library of tailorable templates to help lighten the load for your resources.

For additional information:

Email the DOE ECRM Team (ecrm@hgq.doe.gov)
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