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Cyber Risk
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Risks

Customer database breach

Commercial A/P & e-invoicing

systems & services breach

DDoS: EFT systems

Ransomware attacks

Misconfigurations









SRA Top 3 Risk Scenarios:

1. Social eng. > customer database breach

2. Business Email Compromise > wire transfer

3. Data loss from device theft
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Social eng. > customer database breach



SRA Top 3 Risk Scenarios:

1. Commercial A/P Systems Breach

2. Data Breach from Misdirected Email

3. Customer Database Breach
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Current State:

Commercial A/P Systems Breach
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Future State:

Commercial A/P Systems Breach

$2.4M



$12.6M

$2.4M

$10.2M 

Risk Reduction

for

$750K 

Investment

Financial 
Impact

$0.0

$2.0

$4.0

$6.0

$8.0

$10.0

$12.0

$14.0

Current Cloud Provider
($750K)

Encrypt on Prem
($2.25M)

Commercial A/P Systems - Options
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Recommended Option:

Migrate to Cloud Provider







Strategic Risk Areas 
(SRAs)

Inputs categorized and 
tagged to SRA

Cyber risk scenarios 
grouped to SRAs

Cyber Performance 
Index Model

FAIR Model

Hypothesis: Taxonomy 
can be established that 
aligns inputs/indicators 
to SRAs

Result: Complementary 
models, scoring two different 
aspects of inputs: cyber risk 
& cyber performance Cyber Performance Index

Cyber Risk (Aggregate Loss 
expectancy for each SRA)c

Examples:
1. Cybersecurity Culture 
2. Capability
3. Legal & Regulatory 

Compliance
4. Data Integrity & 

Protection
5. Systems & Network 

Availability
6. 3rd Party Risk & Due 

Diligence 

Data from inputs are 
normalized and run 
through a mathematical 
model (to be developed)

Inputs from cyber risk 
scenarios get analyzed and 
processed via the FAIR 
Model

Establish Dashboard 
Principles

FICO-like cyber performance 
score

Project Milestones:
1. Establish core principals for cyber risk 

dashboards
2. Define/validate “strategic risk areas”
3. Establish/validate taxonomy, and ‘tag’ key 

inputs to each strategic risk area
4. Create methodology and mathematical model 

for ‘cyber performance index’ calculations
5. Test model and dashboard using 

genericized/anonymized data




