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Pen Testing Your Board Pitch:
An Interactive Exercise

Moderator: KIM JONES JAMES LAM CHRIS INGLIS
Professor of Practice, Head of Risk Commmittee, Director, Board of Directors Member
Arizona State University E*TRADE

FedEx, KeyW, Huntington Bank

CYBER RISK MANAGEMENT WORKGROUP

Steve Reznik, ADP
Jeff Welgan, CyberVista

Copyright 2019 FAIR Institute, Inc.
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A Breach Scenario: Tale of Two Banks

* Bank of the Isles fell victim to a massive cyber
breach.

.) Bank of

» Cybercriminals spearphish employee > malware the Isles.
downloaded > unpatched customer database Breached!
compromised

 Critical-level vulnerability announced 6-weeks
prior BANK OF TIIE

« Over 2.3 million customers across 6 states VALE

affected

Requesting update

 Bank of the Isles is expected to lose
approximately $7.5M+ B A IRCONIS



“The Bad Way”

An example of how not to brief the Board
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BANK OF THE

VALE. Cyber Risk

Very High

Risks

Customer database breach

Medium Commercial A/P & e-invoicing
systems & services breach

DDoS: EFT systems

Ransomware attacks

Yery Low Misconfigurations

Very Low Low Medium

Likelihood iny #FAIRCON19



Insights From the Board

in ¥ #FAIRCON19



FAI

CONFER

= \[@
plo]

om

“The Better Way”

A more meaningful Board briefing
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CYBER RISK

STRATEGIC
RISK AREA

A. Culture &
Capability

. Legal &
Regulatory
Compliance

. Data Integrity
& Protection

. Availability of
Systems &
Information

. 3rd Party Risk
& Due Diligence

CURRENT RISK

Acceptable

Acceptable

Needs Review

Needs Review

Acceptable

CYBER RISK DASHBOARD

i H

LOSS EXCEEDANCE CURVE

LOSS EXCEEDANCE CURVE

LOSS EXCEEDANCE CURVE

LOSS EXCEEDANCE CURVE

LOSS EXCEEDANCE CURVE

BANK OF THE

VALLE.
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BANK OF THE

CYBER RISK DASHBOARD VALLE.

CYBER RISK

STRATEGIC
RISK AREA CURRENT RISK METRICS SUMMARY

6 A. Culture &

Capability Acceptable SRA Aggregate Cyber Risk Aggregate Loss for SRA
100%
20% MAXIMUM $17.5M
80%
70% 90TH % $12.5M
il 60% LOSS EXCEEDANCE CURVE
Probability of
Loss or Greater AVERAGE $4.3M
10TH % $500K
MINIMUM $17.5M
$OM  $25M $5M $7.5M $10M $12.5M $15M $17.5M
Loss Exposure
SRA Top 3 Risk Scenarios:
1. Social eng. > customer database breach
2. Business Email Compromise > wire transfer
3.  Data loss from device theft
B. Legal &
@ Regulatory Needs Review Cyber Performance Index Top Risk Scenarios for SRA
Compliance

C. Data Integrity ;
@ & Protection Needs Review

D. Availability of
@ Systems & Needs Review
Information

@ E. 3rd Party Risk

& Due Diligence 'Needs Review in , H#FAIRCON19




BANK OF TIHE

Social eng. > customer database breach VALE

Loss Exceedance Curve
(Linear Scale)
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80 %
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Loss Exposure = Switch x-axis to logarithmic
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CYBER RISK

BANK OF THE

CYBER RISK DASHBOARD VALE

C]

©

C]

STRATEGIC
RISK AREA

A. Culture &
Capability

B. Legal &
Regulatory
Compliance

C. Data Integrity
& Protection

D. Availability of
Systems &
Information

E. 3rd Party Risk
& Due Diligence

CURRENT RISK

Acceptable

Acceptable

Needs Review

Probability of
Loss or Greater

Acceptable

Acceptable

METRICS SUMMARY

100%
920%
80%
T0%
60%
50%

30%
20%
10%

0%

80% LOSS EXCEEDANCE CURVE

80% LOSS EXCEEDANCE CURVE

Aggregate Loss for SRA

LOSS EXCEEDANCE CURVE

MAXIMUM $32.2M
ootH% | $24.3M

AVERAGE $12.6M
10TH % $10.2M

MINIMUM $4.1M

$0 45M  $10M  $15M  $20M $25M  $30M

Loss Exposure

SRA Top 3 Risk Scenarios:

1. Commercial A/P Systems Breach

2. Data Breach from Misdirected Email

3. Customer Database Breach

1§335353

j LOSS EXCEEDANCE CURVE
3 LOSS EXCEEDANCE CURVE

F1EEEEH

Top Risks BANK 0 T

VALE

Tolerance

Sys. Breach

Commercial A/P Avail. Of EFT

Sys. (dDOS)

Customer Ransomware:
Database Breach Customer database
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Current State: =
Commercial A/P Systems Breach \/ALE

(Linear Scale)

Loss Exceedance Curve

100 %
90 %

80 %

0%
60 % /_
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40 %
30 %
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Loss Exposure = Switch x-axis to logarithmic
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Future State: BANK OF TIE

Commercial A/P Systems Breach VALE

(Linear Scale)

Loss Exceedance Curve

100 %
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Loss Exposure = Switch x-axis to logarithmic
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Recommended Option:
Migrate to Cloud Provider

$12.6M

Current State

Future State

Financial
Impact

$10.2M
Risk Reduction

for

$750K
Investment
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Commercial A/P Systems - Options

Current

Cloud Provider
(S750K)

Solutions & (cost)

Encrypt on Prem
(52.25M)
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Cyber Risk Working Group

Update on Exec-Focused Cyber Risk Dashboard Research Project
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CRWG Update

Project Milestones:
Establish core principals for cyber risk
dashboards

Define/validate “strategic risk areas”
Establish/validate taxonomy, and ‘tag’ key

inputs to each strategic risk area

Create methodology and mathematical model
for ‘cyber performance index’ calculations
Test model and dashboard using

genericized/anonymized data

Establish Dashboard
Principles

Strategic Risk Areas

(SRAs)

Examples:

1. Cybersecurity Culture

2. Capability

3. Legal & Regulatory
Compliance

4. Data Integrity &
Protection

5. Systems & Network
Availability

6. 3" Party Risk & Due

Diligence

Cyber risk scenarios
grouped to SRAs

Hypothesis: Taxonomy

can be established that
aligns inputs/indicators
to SRAs

¢ -——————————

Inputs categorizedand _
tagged to SRA

Inputs from cyber risk
scenarios get analyzed and
processed via the FAIR
Model

FAIR Model —_———

Result: Complementary
models, scoring two different
aspects of inputs: cyber risk
& cyber performance

D s o

Cyber Performance
Index Model

Data from inputs are
normalized and run
through a mathematical
model (to be developed)
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Cyber Risk (Aggregate Loss
expectancy for each SRA)c

'gﬁ:j LOSS EXCEEDANCE CURVE

80%
70%
60%

Probabil f
Loss or Greater  50%
L0%
30%
20%
10%
0%
$0 $5M  $10M $15M $20M $25M  $30M
Loss Exposure
Cyber Performance Index
Cyber Performance Irdex

FICO-like cyber performance
score

in ¥ #FAIRCON19



Thank You
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