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Building a Cybersecurity Program with a Risk
Management Framework & FAIR
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NIST

Function Function Category Category
Unique Unique
Identifier Identifier

Identify ID.AM Asset Management

ID.BE Business Environment

ID.GV Governance

ID.RA isk Assessment

ID.RM Risk Management Strategy

ID.SC Supply Chain Risk Management
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What is the maturity How much risk do we
level of our have? Which activities

cybersecurity matter the most and
activities? should be prioritized?
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Level

Level 1

Level 2

Requirements

The risk management policy should include management’s clearly
stated level of acceptable risk
Risk tolerance thresholds defined for each category of risk

The likelihood and magnitude of harm....is included in the risk
assessment process

Requires knowledge and experiences of incident histories and actual
case impact scenarios

The organization implements threat modeling (e.g., development of
attack trees) as part of its risk assessment process to assist in
identifying and quantifying risk

Risk Assessments shall be performed to identify and quantify risks
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Loss Event
Frequency

Threat Event

Vulnerability
Frequency

Contact Probability Threat Resistance
Frequency of Action Capability Strength

Random Value Skills
Regular Level of sz
iy Effort R
Intentional
Risk Resources
Time

Loss Magnitude

Secondary Risk

Secondary Secondary
Loss Event Loss
Frequency Magnitude
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