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Managing Risk in Digital Business

What could possibly 

go wrong?

▪ The goal of digital business is to 

achieve new levels of growth via 

digital processes, products and 

services

▪ Digital risk lies at the intersection 

of strategic, operational and 

technology risk
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Digital Is Urgent: Digital Business Matters to CEOs

Several questions
Base varies

82%
have a management 

initiative or transformation 

program to make the 

business more digital

2.1%

4.1%

1.5%

5.5%

8.3%

10.3%

13.4%

18.6%

2012 2013 2014 2015 2016 2017 2018 2019

% of respondents who used the word “digital” 

in their top 5 business priorities (unprompted)

Source: 2019 Gartner CEO Survey
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Digital Risks Require Integrated Risk Management

Third-party
compliance

risks

Mobile and
social

access risks

Device/OT
vulnerability

Big data
privacy risks
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IRM Objectives & Use Case Domains

DRM = Digital Risk Management; VRM = Vendor Risk Management; BCM = Business Continuity Management; AM = Audit Management; CCO = Corporate Compliance and Oversight; ELM = Enterprise Legal Management
Source: “Top Use Cases and Capabilities for Integrated Risk Management,” (G00356316)

DRM ELMVRM

Strategic Risk

Tech Risk

Operational

Risk
BCM AM CCO

Performance

Resilience

Assurance

Compliance

https://www.gartner.com/document/3881787
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Source: "Top 10 Factors for Integrated Risk Management Success" (G00318003)

https://www.gartner.com/document/3645368?ref=solrAll&refval=206628830&qid=78e15c7b60108210f4b554bfd26ea7df
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Digital Business Can Have Three Perspectives

Technology

Optimization

Business

Optimization

Digital

Transformation
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Digital Business Is Shifting the Risk Paradigm

High vs. Low Risk
(Tactical View)

Good vs. Bad Risk
(Strategic View)
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Anatomy of a Digital Business Case

“[Medical Center X] 

elaborated that the 

expected the number of 

virtual visits should 

exceed the number of in-

person visits by 2018”
— Representative Digital Business Case Study

Digitalizing Patient Interactions

% of visits that are virtual/digital

27%
Today

Value:

2% to 5% Better 

Patient Outcomes

1% to 3% 

Lower Cost60%2018

Goal Appetite: 

Reduced 

Patient 

Satisfaction

Project 

Decision to invest = Improve mobile 

AppDev to increase % of visits 

through mobile apps to improve 

patient satisfaction by 6%



11 © 2019 Gartner, Inc. and/or its affiliates. All rights reserved.

Digital Business Optimization Adds Significant 
Value Without Changing Business Model

Optimize 

Financial 

Assets and 

Cash

Reduce 

SG&A

Optimize 

Physical 

Assets

Optimize 

Inventory 

and Yield

Reduce 

COGS

1 2 6 7 8

Improve Operating 

Margin

Increase Asset Utilization

4

Improve 

Employee 

Productivity

Improve 

Workforce

E.g., 

analytics to 

better 

assess risk 

and raise 

yield

E.g., digital 

channels to 

optimize 

sales and 

mkt.

Enhance 

Customer 

Experience

5

Improve 

Customer 

Experience

E.g., digital 

channels and 

IoT to provide 

connected 

experiences

E.g., IoT to 

maximize 

uptime, life, 

yield and 

reduce 

energy

E.g., 

analytics to 

better 

forecast and 

IoT to track 

inventory

E.g., IoT

and 3DP 

to reduce 

costs

E.g., AI and 

RPA to take on 

more volume 

without 

increase head 

count

Improve 

Existing 

Revenue

3

Increase 

Revenue

E.g., 

analytics to 

optimize 

price and 

increase 

spend
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Digital Business Transformation Leads to Net-New 
Revenue and Business Models

1

Move Into 

Adjacent and 

New 

Industries

6

Run a 

Platform 

Business

52

Digitalize 

Product or 

Service

Sell Existing 

Digital Assets

Sell Metered 

Revenue

3

Contract 

Based on 

Shared Risk 

Outcome

4

E.g., Tesla 

Powerwall

E.g., a business 

that has sellers, 

buyers all 

working on 

same platform

E.g., selling 

connected 

machines 

and services

E.g., selling 

data and 

algorithms

E.g., selling on 

pay-as-you-use 

basis

E.g., price 

varies based on 

a shared 

outcome metric

Platform 

Revenue

Connected

Revenue

New Industry 

Revenue

More TransformativeLess Transformative
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Owner accountability, risk

tolerance and risk appetite 

need to become real.

Help non-IT executives make

educated decisions regarding 

cost and level of risk.

Act as a facilitator, not a

defender. Give them choices.

Put everything in a 

business context.

Digital Risk Quantification
and Decision Making

WARNING!

Digital Risk

Equals 

Business Risk
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IRM Requires a Digital Business Executive Team
How Digital Business Can Require the Involvement of All 

Executive Team Members

FINANCE —

Remodel for digital

revenue flows

OPERATIONS —

Shift to new work

methods
PRODUCT —

Innovate 

connected services

HR — Attract and 

retain digital talent
RISK — Secure

against cyber 

threats and risks

STRATEGY — Identify 

ventures, acquisitions

MARKETING — Create a 

value proposition to meet

digital era customer needs 

CEO — Set digital

business direction

and purpose
IT — Introduce and co-develop

new digital tech capabilities

SALES — Grow

ecosystem, platform

and channels

LEGAL — Create 

new contract types

Source: "2018 CEO Survey: CIOs Should Guide Business Leaders Toward Deep-Discipline Digital Business," (G00354611)

https://www.gartner.com/document/3870869?ref=solrAll&refval=202068865&qid=088994e45131f12fde8f1bcab5bc9a97
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The Future of Integrated Risk Management

Responding to: Cybersecurity/Tech RiskResponding to: All Enterprise Risks

Standards: COSO, ISO 31000 Standards: NIST CSF, ISO 2700x

Operational Risk Management

Technology Risk

Digital Risk

Management

Integrated Risk

ManagementRisk Strategy

IoT

Mobile

Social

Media

Cloud
Big

Data

Third

Party 

Client: CEO, CRO Client: CISO, CIO

Regulatory 

Risk

Performance 

Risk
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Hype Cycle for Risk Management — 2019

Source: “Hype Cycle for Risk Management, 2019,” 23 July 2019 (G00369253)

https://www.gartner.com/document/code/369253?ref=ddrec
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Gartner Digital Risk Management Solution Stack

Tactical

Operational

StrategicBI&A

IRM

SOAR

Business Intelligence
and Analytics

Integrated Risk 
Management

Security Orchestration, 
Automation and Response
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Digital Risk Management is on “Top Performers” 
Radar
Most Important Technology That Will Differentiate Business/Are Most Crucial to Achieving Organization's Mission

Base: All answering, excludes DK, n varies by segment

Showing the 10 most common answers per segment, coded open-text responses

Q: Which technology area do you think is most important to helping your business differentiate and win? Is most crucial to achieving your organization's mission?

Source: "2018 CIO Agenda: A U.S. Perspective," (G00346758)

https://www.gartner.com/document/3867966?ref=solrAll&refval=202072204&qid=6e030bbf6099b7de1803948a0cb75ecb
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▪ Employ IRM products that can link digital 

business strategic outcomes and digital risk 

assessment results.

▪ Evaluate current IRM solution set 

capabilities in translating tactical security 

vulnerability/threat assessments and key 

risk indicators (KRIs) into digital risk 

assessments that are relevant to the 

business.

▪ Develop capabilities to utilize business 

intelligence and analytics to link technology 

KRIs to digital business key performance 

indicators (KPIs).

Effective DRM Solutions Rely on IRM Capabilities
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