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Quantified Cyber Risk Program

* Key Outcomes:

1.

a kN

Measurable — Able to compare business units and track trending

Aligned — Maps to Information Security, Audit, Privacy, ERM, etc. programs
Rational — Results are built upon robust and defensible logic
Audience-Centric — Express risk in business terms

Decision Support — Results simplify taking appropriate actions

Steps to Achieve:
1.
2.
3.

ldentify — Know what risks you face
Quantify — Understand the logical factors driving the risk
Manage — Influence the factors that put your business at risk




The Case for Change...

Not Rational, or Measurable:

Not Audience Centric:

Your Medium = My Medium?
We all bring biases to heat maps

Vague broad statements. Terminology is

a mix of technical jargon and Fear, _
t Assessment Overview:

(RSK-1784)

* The information described in the preceding example has been compiled solely for illustrative
purposes. The results depicted are NOT those from a risk assessment of a real organization.
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Three steps to success

0 IDENTIFY 9 QUANTIFY e MANAGE

Sources of Threat FAIR Risk Measure
Heat Inventory Register




1. Identify

% Aligned - Maps to ISRM, Audit, Privacy, ERM, etc. programs

Solution: Sources of Heat

Controls Governance | | Audit | |Incident Response! | Vuln Mgt | [Third Party Riskl | + More |
of Heat

Areas of the enterprise that feed us potential risks




1. Identify

Sources Controls Governance | | Audit | |Incident Response|| Vuln Mgt | [Third Party Risk!

of Heat

Threat
Inventory

FAIR




1. ldentify
Risk Definition (FAIR):

The probable frequency and probable magnitude of future loss.

When identifying risks, a true risk must have all three:

1. Asset: a thing of value you wish to protect (data, reputation, etc.)
2. Threat: agent capable of acting in a manner that may result in harm
3. Effect: Confidentiality, Integrity, Availability




1. ldentify

Example: Third Party Risk Management has identified a vendor who “needs to
place a managed server on our clinical network, connected by VPN tunnel.

7

Asset: Hospital Enterprise Health Record (EHR) services.

Threat: Cyber Criminal compromises vendor with ransomware that spreads to
AHN connected systems.

1 09.j Controls Against Malicious Code LIN32: Ransomware

Effect: Loss of Availability

Result

Risk Scenario: LIN32 acts on 09.j control gaps causing a loss of Availability of
Asset.




1. ldentify

* Aligned - Sources of Heat allow us to gather input at a
moments notice, mitigating the possibility of “unknown”
risks

Lessons Learned:
1. Map control gaps to threats

2. Rigorous risk definition helps filter “noise” into
actionable risk scenarios
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2. Quantify

* Rational — Results must be built upon robust and defensible logic
* Audience-Centric — Express risk in business terms ($$)

FAIR Model: Decompose each risk into its quantifiable contributing factors
RISK

Vulnerability W Secondary Risk
Frequency
Probability Threat Resistance Secondary Secondary
of Action Capability Strength Loss Event Loss
Frequency Magnitude
j j

Random Value Skills

Contact
Frequency

Knowledge
Regular Level of * —
Effort = Experience
Intentional
Risk Resources
= Time
= Materials
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2. Quantify

Scoping: Define the risk scenario’s logical factors using the FAIR
ontology

Probable frequency and probable
magnitude of future loss due to
third-party ransomware attack
iImpacting EHR availability.

Probable
magnitude of
Tt Sven loss if EHS
services are

Probability Threat Resist Secondary Secondary n Ot aval Iab | e .
of Action Capability Strengt. Loss Event Loss
i

Probable frequency of
ransomware attack

impacting availability of
EHR, resulting in loss.

Frequency Magnitude

Annual rate of vendor initiated gkl Percentage chance of vendor

ransomware infections. sl initiated ransomware successfully

spreading to EHR assets.
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2. Quantify

Hi Team,

Please reply to this message with the requested data or the name of the resource you have assigned to participate in this analysis.

The resource will be contacted shortly after with a meeting invite.

Facilitator: [Team Member(s)]
Subject: [Assessment Name] FAIR LEF Session Request
Purpose: Cyber Risk Management is requesting a resource from the following groups to participate in gathering the
data detailed below, as agreed upon in the Engagement Model between your team and Cyber Risk
Management.
Loss [Insert Scenario from Scoping Document]
Scenario: [Attach Scoping Document]
Data of LEF: [Refer to Pg X of Scoping Document] - [Team/representative(s)]
Interest*: TEF: [Refer to Pg X of Scoping Document] - [Team/representative(s)]
VULN: [Refer to Pg X of Scoping Document]- [Team/representative(s)]
CF: [Refer to Pg X of Scoping Document] - [Team/representative(s)]
PoA: [Refer to Pg X of Scoping Document]- [Team/representative(s)]
TCap: [Refer to Pg X of Scoping Document]- [Team/representative(s)]
RS: [Refer to Pg X of Scoping Document] - [Team/representative(s)]

*Sufficient data will not always be available for each model element listed above. In such cases, you may be asked to provide your best
estimate of what the value could be. This will be an open-ended discussion led by a FAIR-certified assessor who can help you arrive at a

reasonably accurate and precise estimate.

Thank you,
[Your Signature]

The information described in this example has been compiled solely for illustrative purposes. The results depicted are NOT those from a risk assessment of a real organization.



2. Quantify

Expert Estimation:
Min = ?
Max = ?
Most Likely = ?
m

ar=atiErent Vulnerability Secondary Risk
Data?
I} Probability Threat Resistance Secondary Secondary
f Action Capability Strength Loss Event Loss
Frequency Magnitude
|

Annual rate of vendor initiated &
ransomware infections.
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2. Quantify

Equivalent bet test:
Land on the green to win $1,000,000
or win $1,000,000 if your range is correct?

Wheel of Prosperity

» 100% = 200%
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2. Quantify

Quantification: Crunch the input numbers with whatever engine you

have available

Maximum S11K
95th % $5K
Most Likely $2K
Average $2K
5th % $751
Minimum $310

* The information described in this example has been compiled solely for illustrative purposes.

Simulation Distribution

R o
> P o

g8k $1:]K

This risk is driven by:
« High Contact Frequency

The results depicted are NOT those from a risk assessment of a real organization.

* Low Resistive Strength of
relevant controls
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2. Quantify: The Report

Start with a template.

HIGHMARK o

HEALTH Bl

iidative Tie —Eg;;”ﬂte:

Risk & Controls Assassment Report

Exttativg Sushmiry:
The Aasedade ond Covdutine will iveiude @ bASF phatriet oF wiat Sidet Business proeis i it 35ape any fe Biibe Dowesnir- - %
Stertd of the regodse. The sugfgesasd gl for this sdgimes & dpgrecmately 1-0 semenees, i [ f, Do e ], [Cav gy HISk )

retammereied 10 ke ehi Extteding: Scriimary chiar arid concias.

i
[Warrie, [P s, [Covm pariy]

Qb Feietiasic

The Sddfsasc el copulied HIf Slgmers wivth will ghol @ §mionsi of the contrel dcating eBsgraiond (o0, #
Bf Coviernki it ddogd; & of oty el TR &S Siedis & rfiriodd &0 oh 0 g et el iy B
ik padbea! i metts Bt e found e Be SdoiisaBle b2 2 Anege oF the g (A A The SEE Commpulaniia);

- - -
Sugfesred Hrigth for B sdgveed B aggrenmetele 1 parEgrEed, [Namal, [Faaitiznl, S‘Ign Iflcant

| [Cevtigantyd, [Email], [PRanz]

Anabyaia Mezhadslogy:

[Nama], [Peaitian],

Bath A &t Ditetlelete will mtishe B CaBINE iy ; s Mt adagies fv Eha ; R
aEgrgnt TRE SEg-ant wiV ks aoeood oF thi piviesn! clating bk (i, Bie g ' [Ceeganyd, [Emaill, [Phrone]
conduttad thair dvaluatio mhat R s GppeRbi, S5, 8 el g3, e gredabls Mrelnoed g
P\t il (L., skl TR SRCE0N 32 Ao &3 the doeee wird ol (Lol Sirk berteribusers will elus Racss %‘M
arie Agoves wagd Sovlogl e eoEy s The sy ed Mrgth fo- Hi ey ] it ke -8 : [Mame], [Peaiion],
in bag. .
Risk Owner:
Anilvaia Fesd
This agrtne wil inclose He CANBUBGNY'S guiviisheivg MRRILTEMENES 6 dearAhe b kver of sk ehe fNam E-J'l' {P‘USFUDH} {Ggmpanyj
i iy it This ol dfan B wi b dienid Rbiative: fiak b rEr o B e thist thive : -
L L @ fsd ‘o The { bt e B Sl W appremranbe
28 aprmenees.
Rt miriadaten:

The Aasedds wil osvdinges with the Covausire 88 grewiiz the: fing of Busineis Fuidlnes for tir Stoi that
ahao’d be eihen baady on the stsdredd reauks. Moar elods an agvnion ohat prdre s coviosx: 00 che goaiais

AR oF Mk, G ] & e AaE e TR e i £ IO BgRrEgiai g
i refuRiterd Ak e, Thi M) el Bt A g, Sur et Htendends, and
Sppdturdindh B A A & Sl Th Sugfeastd Mot i B0 Sdgwaed t Sppremmditl & gdrdgrash 2
fergeh

’-H—J“M ."".._.‘._“n-.#—--‘-l PN ey v

The information described in this example has been compiled solely for illustrative purposes. The
results depicted are NOT those from a risk assessment of a real organization.



2. Quantify: The Report

* Rational — Results are built upon robust and defensible logic

Analysis Methodology:
The data points below were considered to quantify the probable frequency of third-party compromise spreading to
[COMPANY] to a reasonable degree of accuracy and precision:
- [COMPANY] responded to [XX} security incidents that originated from a third-party in 2018.
- [COMPANY] is not able to centrally monitor the vendors VPN network traffic to detect and respond to threats
- The server placed on the [COMPANY] clinical network will have vendor owned user accounts with root access
- [VENDOR] does not possess a SOC2 or SOC2 + HITRUST report

The data points below were considered to quantify the probable magnitude of a third-party compromise spreading to
[COMPANY] to a reasonable degree of accuracy and precision:
- [COMPANY] is exposed to the following forms of loss: Response Costs, Productivity Costs, and Reputational
Damage

- Due to the requested placement of this server, infection of the endpoint could move laterally to [X-X%] of all
[COMPANY] networks, including EHR services.
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2. Quantify: The Report

* Rational — Results are built upon robust and defensible logic

Analysis Results:

Our analysis indicates a 16% likelihood that [COMPANY] experiences a third-party compromise originating from [VENDOR]
in the next year. Should [COMPANY] lose access to EHR services due to a third party ransomware compromise, the

expected loss experienced by [COMPANY] falls within the range of $1,500,000-33,300,000 with a most likely loss of
$2,800,000 experienced.

Opinion:

Placing the [VENDOR] server inside the [COMPANY] network introduces the risk of third party malware compromise
impacting the availability of EHR services. It is recommended that [VENDOR] adhere to [COMPANY] standard remote
support connectivity methods agreed to within the Business Associate Agreement (BAA) to mitigate the risk of third-party
compromise. Without a root cause analysis identifying why the system is experiencing performance issues, an exception to
relevant policy and control requirements to move the server inside the AHN test network is not acceptable.

19




2. Quantify: Quality Review

Technical Review Content Peer-Review Manager Review

: ’ check gramma. consistent an
quality, and accuracy. professional message

Conducted by RCA Conducted by RCA GRC Manager must review
Assessor and Consultant Assessor and Consultant and provide approval before
with assistance from with assistance from GRC a memo can be shared with

SME(s) when applicable. peers when applicable. the Line of Business.




2. Quantify

i? Rational — FAIR model provides defensible data gathering
and risk analysis methodologies.

* Audience-Centric — Express risk in business terms

Lessons Learned:

1. Automate as much as possible with templates, common contact
lists, data repositories, etc.

2. You have more data than you think
3. You need less data than you think

“If a man tells you he knows a thing exactly, then you can be safe in
inferring that you are speaking to an inexact man.”

— Bertrand Russell, Mathematician and Philosopher

(Hubbard, How To Measure Anything in Cybersecurity Risk)
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3. Manage

*Decision Support — results should simplify taking appropriate actions
*I\/Ieasurable — able to compare business units and track trending

Target the factors most responsible for driving the risk, solve for lowest

Total Cost of Risk (TCOR)

- Magnituc’e
Frequency

L6 (SE? Vulnerability W Secondary Risk
Frequency
Contact Probability Threat Resistance Secondary Secondary
Frequency of Action Capability Strength Loss Event [W133
Frequency Magnitude
1 I
I |

Random Value Skills
Knowledge
Regular Level of - -
Effort = Experience
Intentional
Risk Resources
= Time
= Materials
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3. Manage

Mitigation Cost of

Risk
Reduction

Residual
Risk

TCoR (Cost of
mitigation +

Option mitigation
A: Network $100,000
Segmentation

B: User $20,000
Awareness

Training

C: Threat $200,000
Intelligence

Product Purchase

D: Improve OS $50,000
Patch Rate

$-200,000

$-100,000

$-160,000

$-175,000

$200,000

$300,000

$240,000

$225,000

Residual Risk)
$300,000

$320,000

$440,000

$275,000




3. Manage
* Decision Support — results should simplify taking appropriate actions

Analyzing Mitigation Paths
$500,000.00

$450,000.00

$400,000.00
$350,000.00
$300,000.00
$250,000.00
$200,000.00
$150,000.00
$100,000.00
$50,000.00
$0.00
1 2 3 4

m Seriesl ®m Series2

Maximized Control Value = Lowest Total Cost of Risk (TCOR)
D |



3. Manage

Measurable — Manage control remediation

RSA Archer
D

Risk Register
Theme
(10f9)

Findng —>» Remedlat!qn OR Exceptlon Risk Scenario ‘AND
(i.e., reduce / mitigate) (i.e., accept)
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Quantified Cyber Risk Program

* Key Outcomes:

1.
2.

B

Measurable — able to compare business units and track trending

Aligned — maps to other parts of the Cyber program (controls, audit,
etc.)

Rational — results are built upon robust and defensible logic
Audience-Centric — Express risk in business terms
Decision Support — results simplify taking appropriate actions

Steps to Achieve:
1.
2.
3.

ldentify — Know what risks you face
Quantify — Understand the logical factors driving the risk
Manage — Influence the factors that put your business at risk
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Resources

FAIR Institute
https://www.fairinstitute.org/

Measuring and Managing Information Risk: A
FAIR approach

Jack Jones and Jack Freund
Control Framework (HITRUST, NIST, etc.)
Threat Catalog (HITRUST, MITRE, etc.)

Risk Taxonomy
https://www.opengroup.org/certifications/openfair

How To Measure Anything in Cyber Security
Risk
Douglas W. Hubbard & Richard Seiersen

MEASURING
AND MANAGING
INFORMATION RISK
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